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Fast and large-scale propagation 
 of modified multimedia content,  

potentially carrying a distorted semantic message  



Modified data may influence 
people opinions  



Forensic investigation 
 

Journalism, photojournalism 
 

Communication, social media 



Identify the device that took a 
particular multimedia data 

Discriminate multimedia objects 
generated by real cameras, scanners, 

or via CG softwares 

Determine possible 
tampering 





Every time a device acquires a 
multimedia object it leaves 
imperceptible traces on it 



}  In general, source identification problem links 
multimedia content to a particular (class of) 
acquisition device(s). 

 
 

}  It can be solved at different levels … 



}  Level 1 
◦  Which Device ? 

 
Which Coolpix P60? 

Serial Number 
000111101 

Serial Number 
000111103 

Serial Number 
000111106 



}  Level 2 
◦  Which BRAND/MODEL? 

Nikon? 
Canon? 
Sony? 

Nikon D50? 
Nikon D7000? 

Canon EOS 5D? 
Canon Powershot G3X?  Sony Cybershot RX100? 

Sony Alpha a6500? 



}  Level 3 
◦  Which CLASS of device? 

Digital Camera 

Computer Generated 

Smartphone 
Scanner 



}  Sensor CCD/CMOS presents intrinsic imperfection 

}  It leaves a systematic noise on each acquired image (video) 

}  Such noise is imperceptible 

Lens 
CFA 

Sensor  
CCD/CMOS Analog 

electronic 
A/D 

converter   
DIP 

Model identification 



}  Such noise has two components 

Fixed Pattern 
Noise (FPN) 

Photo Response  
Non-Uniformity 

Noise (PRNU) 

Dark current (usually 
compensated directly 

in the device) 

Not uniform response to 
the same light impulse 



}  Photo Response Non 
Uniformity Noise PRNU 
estimation and 
detection  

Correlation map 

Residual   

Correlation 

PRNU  

Denoising 

- 

Fridrich et al. TIFS 2010  



Who is the author of 
this image? 

BOB 

ALICE 

JOHN 

BOB 

ALICE 

JOHN 



}  Robustness 
◦  JPEG compression  
◦  Different resolutions  
◦  Various processing 

}  Security 
◦  Fingerprint cancellation or replacement 
◦  Image quality preserved  

}  Computational complexity 
◦  Dataset of fingerprints 
◦  Fingerprint digest 



}  Level 2 
◦  Which BRAND/MODEL? 

Nikon? 
Canon? 
Sony? 

Nikon D50? 
Nikon D7000? 

Canon EOS 5D? 
Canon Powershot G3X?  Sony Cybershot RX100? 

Sony Alpha a6500? 



}  Several applications: 
1.  Check compatibility w.r.t an alleged 

provenance device (even if it’s not 
available!) 

2.  Trace back a picture to the kind of 
device that  captured it 

3.  Pre-filtering step before more 
specific analyses 

 

? 

? 

? 

? 
«Acquisition 

device identif.» 



real word 
scene 

lenses optical 
filter 

imaging 
sensor 

CFA 
interpola

tion 

in-camera 
software 

processing 
(white 

balancing; 
contrast 

saturation; 
etc) 

in-camera 
compression 

& coding 

CFA 
pattern 

digital 
image 

out-camera 
processing 

(Photoshop, 
social network 

sharing,…) final digital 
image 

DIGITAL CAMERA 

CCD or CMOS 
sensor 

Ø  Each phase leaves 
distinctive footprints! 
ü  at the signal level 
ü  at the metadata/file  

container level 

instances of these traces are 
specific to the respective 
(class of) device(s) 



}  Finite set of known camera models  
◦  for each model we have enough training images to carry 

out reliable estimates of features of interest  
}  We can use a multiclass classifier and will be able 

to compute a full confusion matrix  



}  Full knowledge on target model, but 
know nothing about the number of 
other models  

}  Practically, we have a large number of 
training images, classified as either 
belonging to the target model or 
another (unknown) model  
◦  Here, we can use only a one-class classifier 



}  No prior information on the 
number of camera models  

}  There are only a large number 
of images  

}  We can only retrieve other 
images taken from the same 
model, which may help for 
subsequent investigations 



Signal level 
• Artifacts related to specific in-camera processing steps: 

• Lens, CFA, In-camera processing 
• General intrinsic features, irrespective of their physical 

meaning (deep learning) 

Format level 
• Codec 
• Metadata 
• File container 



}  Colour Filter Array 
◦  A thin film that selectively 

permits a certain 
component of light to pass 
through it to the sensor. 
◦  In practice, to each pixel 

only one particular colour is 
gathered. 

}  The sensor output is 
successively  
interpolated to obtain all 
the 3 colours for each 
pixel (demosaicking) 

CFA interpolation 
(demosaicking) 

Farid et al. TIFS 2005  



}  Data Driven Approach: learn 
intrinsic footprints directly from 
images, rather than imposing any 
model or handcrafted feature 
recipes 
 

}  Convolutional Neural Networks 
(CNNs) proved to be an excellent 
tool to learn brand/model 
distinctive traces 

◦  Learn from pixels of image 
patches, no need to devise 
complex features 
◦  Learned CNNs generalize well to 

new brand/models  

Learn 
discriminative 

features 

Learn how to 
distinguish 

models 

Delp, Tubaro et al. SPL 2017  



}  Basic structures of JPEG file formats 
are marker segments 
◦  occurrence and sequence of these 

segments differ 

}  A key parameter is the quantization 
table 
◦  different brands/models usually 

employ different tables 

}  EXIF metadata including camera 
properties and employed image 
acquisition settings  

Farid et al. TIFS 2011  



}  Most of solutions are tested on Perfect knowledge 
scenarios only 
◦  What if the content comes from unknown devices? 

}  How to deal with a new device 
◦  Classifier needs re-training for adding new models 

}  Camera identification for videos is still unexplored  
◦  While they are becoming the most diffused information  



}  Level 3 
◦  Which CLASS of device? 

Digital Camera 

Computer Generated 

Smartphone 
Scanner 



}  Given that the increasing photorealism of computer 
generated (CG) imagery created by sophisticated 3D graphic 
tools, the task to differentiate between real and CG images is 
nowadays challenging at only visual inspection 





Scenes

Lens CFA Sensor Camera 
Processing 

jpeg 



Faces in images 
• Statistics on wavelets 
• Face symmetry  
• Repetitive expressions 

Faces in videos 
• Repetitive expressions 
• Face dynamics 
• Geometric deformations 
• Physiological signals 



with Dang Nguyen et al. WIFS 2012  





with Dang Nguyen et al. WIFS 2014  



}  Discrimination based on physiological signals, e.g., heart rate 
(estimated from video sequences) 

with Farid and Conotter ICIP 2014  



}  Multimedia forensics aims at 
◦  Determine the source of the multimedia object 
�  Device 
�  Camera model/brand 
�  Class of acquisition devices: camera, scanner, CG 
◦  Detect possible tampering in the multimedia object 
�  Global processing 
�  Splicing 
�  Copy move 
�  Local tampering 









}  Manipulation detection 

}  Manipulation localization 

Forgery  
Detector It’s forged 

Forgery 
Localizer 

Yes/No 



Extract 
features Classify 

Training set: 
Genuine+Forged 

Y 

N 

Forgery Detection 

Extract 
features Classify Sliding 

window 
Aggr. & 
Decide 

Forgery Localization 



Extract 
features Classify 

Training set: 
Genuine+Forged 

Y 

N 

Forgery Detection 

Extract 
features Classify Sliding 

window 
Aggr. & 
Decide 

Forgery Localization 



Pixel level traces 
• CFA 
• PRNU 
• Possible filtering, e.g., median 

Physical and geometric traces  
• Light direction 
• Shadows 
• Perspective geometry analysis 

Format based traces 
• Multiple JPEG compression 
• Coding 

Semantic level 
• Date and place are coeherent? 



Verdoliva et al. IH&MMSec 2017 



with Pasquini and De Natale TIFS 2016 



with De Natale TIFS 2017  



}  In compositing of images, it is difficult to match lighting 
effects under which each image was taken

 

}  Inconsistencies in lighting are used to detect splicing 

Farid et al. TIFS 2007 



Farid et al. JDFSL 2015 





with Farid and Conotter ICIP 2010  



= H 

≠ H 



}  A geometric technique to 
detect physically 
implausible trajectories of 
objects in video sequences 

GTTI 2017 







with Pasquini and Perez Gonzales TIFS 2017 



}  Lots of specific tools but no universal solution 

}  How to combine results from different tools? 

}  Missing large-scale dataset with different types of 
manipulation  

}  What about robustness to current information 
sharing? 



}  In the wild multimedia forensics 
◦  Real-world scenarios 
◦  Not only lab conditions 
  

}  Verifying Multimedia Use at MediaEval 2015 and 2016 
◦  Given a post (image+metadata), return a decision (fake, real, unknown) 

on whether the information presented by the post reflects the reality 

Real photo 
captured April 2011 by WSJ 
but 
heavily tweeted during 
Hurricane Sandy 
(29 Oct 2012) 



}  Multimedia data phylogeny 
◦  History of the data 
◦  Social network and sharing platforms profiling  

 



}  Adversary aware multimedia forensics 
◦  Adversarial machine learning 
◦  Game theory 
◦  Current analysis only in very limited scenarios 



In the wild forensics 
 

Social network forensics 
 

Adversary aware forensics 

Deep learning for forensics 
 

Video forensics 
 

Cross-media forensics 

Thanks to D.T. Dang Nguyen, C. Pasquini, V. Conotter, 
F. De Natale, A. Piva, R. Caldelli, L. Verdoliva 


